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Development of an Infrared Imaging-Based Illegal Camera Detection Sensor Module
in Android Environments

Moonnyeon Kim', Hyungman Lee’, Sungmin Hong’, and Sungyoung Kim""

Abstract

Crimes related to illegal cameras are steadily increasing and causing social problems. Owing to the development of camera tech-
nology, the miniaturization and high performance of illegal cameras have caused anxiety among many people. This study is for detecting
hidden cameras effectively such that they could not be easily detected by human eyes. An image sensor-based module with 940 nm
wavelength infrared detection technology was developed, and an image processing algorithm was developed to selectively detect illegal
cameras. Based on the Android smartphone environment, image processing technology was applied to an image acquired from an infra-
red camera, and a detection sensor module that is less sensitive to ambient brightness noise was studied. Experiments and optimization
studies were conducted according to the Gaussian blur size, adaptive threshold size, and detection distance. The performance of the
infrared image-based illegal camera detection sensor module was excellent. This is expected to contribute to the prevention of crimes

related to illegal cameras.
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Table 1. The specification of image processing sensor module.

The Specification of Image Processing
Camera Sensor Module

The Specification
of IR LED Module

LED Wavelength : 940 nm Pixel Size : 1.4 pm X 1.4 um
Spectrum FWHM : 50 nm Effective Pixels HD : 3288(H)><2512(V)
FWHM : 60° Image Sensor : 1/3.2"

Voltage : 2.3~34 V Lens View FOV : 86°

Current : 250 mA Current : 120~220 mA
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Table 2. The experimental configuration of default settings and vari-
able parameters.

Default Settings Variable Parameters

Brightness ; 9
Contrast : 100
Gamma : 20

Gain : 19
Sharpness : 80
Env. Light Control :

Gaussian Blur Size
Adaptive threshold Size
Adaptive threshold C
Detecting Distance
Detecting Size

Office Fluorescent Lamps

(d)

Fig. 1. Examples of (a) an illegal camera detection sensor module,
(b) an image obtained from android smartphone, (c) and (d)
analysis results.
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(b)

(c) (d)

Fig. 2. Image preprocessing using Gaussian blur and adaptive thresh-
old, (a) Gaussian filtering on first sample, (b) adaptive thresh-
olding on the Fig. 2(a), (c) Gaussian filtering on second
sample, (d) adaptive thresholding on the Fig. 2(c)

(a)

(b)

Fig. 3. Morphology operation for noise removal, (a) Result of mor-
phological opening operation on the Fig. 2(b), (b) Result of
morphological opening operation on the Fig. 2(d)
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(b)

Fig. 4. Results of post image processing, (a) Examples of candidates
to be removed from background image, (b) Examples of can-
didates to be removed from background image

Fig. 5. Example of the hierarchical structure
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(a) (b)

Fig. 6. Detection results in hierarchical and non-hierarchical struc-
tures, (a) Detection result of illegal camera in hierarchical
structure (b) Result of detecting illegal camera in non-hier-
archical structure
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/

Hierarchy

Output Image

Fig. 7. Flow chart of the first proposed algorithm

J. Sens. Sci. Technol. Vol. 31, No. 2, 2022

(c) (d)

Fig. 8. Image preprocessing using Gaussian blur and adaptive thresh-

old, (a) Gaussian filtering on sample 1, (b) adaptive thresh-
olding on the Fig. 8(a), (c) gaussian filtering on sample 3, (d)
adaptive thresholding on the Fig. 8(c)

(a) (b)

Fig. 9. Morphology operation for noise removal, (a) Result of mor-
phological opening operation on the Fig.8(b), (b) Result of
morphological opening operation on the Fig.8(d)
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(a)

(b)

Fig. 10. Detection results, (a) Result of detecting illegal camera on
sample #1 (b) Result of detecting illegal camera on sample #3
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Fig. 11. Flow chart of the second proposed algorithm
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Fig. 12. device for hidden camera experiment
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