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Anomaly Detection via Pattern Dictionary Method and Atypicality in Application
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Abstract

Anomaly detection holds paramount significance across diverse fields, encompassing fraud detection, risk mitigation, and
sensor evaluation tests. Its pertinence extends notably to the military, particularly within the Warrior Platform, a comprehensive

combat equipment system with wearable sensors. Hence, we propose a data-compression-based anomaly detection approach tai-

lored to unlabeled time series and sequence data. This method entailed the construction of two distinctive features, typicality
and atypicality, to discern anomalies effectively. The typicality of a test sequence was determined by evaluating the compression
efficacy achieved through the pattern dictionary. This dictionary was established based on the frequency of all patterns iden-

tified in a training sequence generated for each sensor within Warrior Platform. The resulting typicality served as an anomaly

score, facilitating the identification of anomalous data using a predetermined threshold. To improve the performance of the pat-
tern dictionary method, we leveraged atypicality to discern sequences that could undergo compression independently without
relying on the pattern dictionary. Consequently, our refined approach integrated both typicality and atypicality, augmenting the

effectiveness of the pattern dictionary method. Our proposed method exhibited heightened capability in detecting a spectrum

of unpredictable anomalies, fortifying the stability of wearable sensors prevalent in military equipment, including the Army

TIGER 4.0 system.
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Fig. 1. Binary classification vs. Anomaly detection
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Structure of Anomaly Detector
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Fig. 2. Structure of a proposed anomaly detection method
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Table 1. Multi-level dictionary with x=ABACADABBACCA
DDABABACADA, X={A,B,C,D}, D,,..=3.

Depth 1 Depth 2 Depth 3
xi Pre) Ly xf Pr(x)) L9GY)  xf Pr(xl) Ly (x))

A 044 1 AB 02083 2 ABA 0.1304 3
B 024 2 BA 0.1667 3 BAC 0.1304 3
C 016 3 AC 0.1250 3 CAD 0.1304 3
D 0.16 3 CA 0.1250 3 DAB 0.1304 3
AD 0.1250 3 ACA 0.0870 4

DA 01250 3 ADA 0.0870 4

BB 0.0417 4 ABB 0.0435 4

CC 00417 5 BBA 0.0435 4

DD 0.0417 5 ACC 0.0435 4

CCA 00435 4

ADD 0.0435 4

DDA 0.0435 5

BAB 0.0435 5
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Algorithm. 1. Pattern Dictionary Parser
Algorithm 1 Pattern Dictionary (PD) Parser
Require: Pattern Dictionary D, Test Sequence xl1
I:Setc=1, vo.=1, d=1
2: while v-+d-1<I do
votd-1
3: if Xu? eS(Dd) then
4: if d+1<D,,,. then
5: d=d+1
6: else
7: Ui = Uctd
&: c=c+l1
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10: else
11: Ucy1 = Uetd—1
12: c=c+l
13: d? Jl v,—1
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, Where ¢ = , the number of parsed sequences.
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Fig. 3. Training sequence generated by Mackey-Glass equation with
a=02, b=0.1, 6=17.
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Test Data (Case 1) Test Data (Case 2)
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Fig. 4. Anomalies are embedded from 501 to 1000; (a) Noise: MG
with a=0.2, b=0.1, 5= 17 and gaussian noise with std =
0.1. (b) Converging: MG with a=0.7, b=0.7, 6=17. (¢)
Different type of sequence: Sine wave (frequency = 0.03). (d)
Flat signal: f{r)=1.1.
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Table 2. Comparison of the results from PDA and PDD with dif-

ferent cases.

Case Method ROC PR
| PDA 0.989 + 0.002 0.974 +£ 0.004
PDD 0.986 + 0.002 0.967 £ 0.013
) PDA 0.984+£0.006  0.9255+0.005
PDD 0.981+£0.007  0.9091 £0.021
PDA 0.985 + 0.004 0.971 £ 0.005
3 PDD 0.985 +0.003 0.946 £ 0.014
4 PDA 0.988 + 0.003 0.977 £ 0.004
PDD 0.984 + 0.003 0.866 + 0.007

Normal data

Anomalies

——Samplet
——Sample2|

(®)

ECG

Time Time

Fig. 5. Samples of (a) normal and (b) anomaly case from PTB Diag-
nostic ECG Database.
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Table 3. Comparison of the results from PDA, PDD, and AE with
different sizes of training samples. The parameters of PDA
and PDD: D,,,. = 40 |X]=45. (1 + o representation is used
where p is the mean and ¢ is the standard deviation)

Z;‘I‘l';‘l’;f Method ROC AUC
PDA 0.817 £0.008
500 PDD 0.803 +0.009
AE 0.711 £0.098
PDA 0.838 £ 0.004
1000 PDD 0.818 % 0.005
AE 0.782 £0.081
PDA 0.854 % 0.005
1500 PDD 0.829 £ 0.005
AE 0.836 +0.061
PDA 0.862 £ 0.006
2000 PDD 0.847 +0.006
AE 0.851£0.033
PDA 0.870 +0.005
3000 PDD 0.851 +0.004
AE 0.873 +0.009
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