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ABSTRACT: The universal generating function technique (UGFT) is a well-known mathematical approach primarily used in real-
world multi state systems that require recursive approach to solve the problem. This technique ensures the reliability of the system,
in addition to other parameters such as security and authentication. The combination of reliability and security plays a major role in
many real time systems in the fields of healthcare, agriculture, education and business, attracting significant research attention. In
healthcare, researchers have contributed significantly to wireless body area network (WBAN), which requires both reliability and
security to assess the performance. Sensor nodes deployed on the human body tend to gather health data and disseminate the sensed
data to the mobile devices, thereby enabling healthcare professionals to serve the patients without delay. Reliability analysis is essen-
tial along with security aspects during data dissemination in WBAN and a mathematical approach such as UGFT is required to
ensure reliability. This study discusses the reliability analysis of the WBAN with and without the security component—authentication
center. The mathematical modeling and results reveal that the reliability is high when the security component AC is included.
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1. INTRODUCTION

Sensor nodes play a vital role in various real-life applica-
tions, such as Internet of Things (IoT), body area networks,
wireless networks, and data analytics. Wireless sensor net-
works and the IoT are closely related. Wireless body area net-
work (WBAN) is one of the main applications of wireless
sensor network, comprising various sensor nodes to measure
temperature, power, force, vibration, and humidity. Specifi-
cally, sensors for continuous monitoring of blood pressure,
heart rate, body temperature, ECG, EEG, movement, and fit-
ness activity are deployed on the body of bedridden elderly
people. The healthcare sector is the focus of many ongoing
studies, aiming to assist doctors and healthcare faculty in
monitoring the health conditions of elderly people. Assessing
the reliability of sensitive information transmission is an
essential task that requires universal generating function
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method (UGFM), which is a mathematical modelling tech-
nique.

Yeh [1] demonstrated the importance of evaluating the net-
work reliability when outlining, designing, and controlling
systems. The shortest path (SP) is essential to assess network
reliability. Before calculating the binary state network reli-
ability between the source and sink nodes, the UGFM and a
normalized composition operator were used to identify all the
SPs. The study demonstrated how the proposed UGFM iden-
tifies all SPs and evaluates the time and space complexities of
the algorithm. A newly developed UGFM for searching all the
SPs was also reported. Using the proposed UGFM, SPs can
be found with few calculations using the SP structure of a
general network.

Ullah et al. [2] have proposed several potential routing solu-
tions in their investigations on WBANS. They determined the
significance of the reliability, energy efficiency, effects of sta-
bility, and lifetime of WBANS. Regarding the computation of
time and space complexity, the authors concluded that clus-
tering-based routing algorithms are a unique solution for high-
bandwidth and low-memory WBAN. Finally, in cluster-based
WBAN:S, they outlined several problems and threats related to
reliability and energy efficiency, which must be addressed in
the development of new solutions. The UGFM has been
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found to be adequate for all flow situations in a general flow
network. The benefit of the proposed UGFM is that it does not
identify identical SPs, thus dispensing with the need for elim-
inating duplicate SPs.

Section 2 briefs the literature survey, section 3 discusses the
proposed method and section 4 details the reliability calcu-
lation and finally section 5 denotes the conclusion.

2. LITERATURE SURVEY

Yeh [3] used the sum-of-disjoint-product method and the
well-known UGFM method to compute the ultimate flow net-
work reliability according to the obtained SPs. This paper out-
lined a potential method to readily measure network reliability
in a variety of situations involving acyclic binary-state net-
works (ABSNs) between source and sink nodes. The node-
UGFs and subnet-UGFs proposed in this application are sig-
nificantly different from the existing UGFM-based algorithms,
and they contribute to the presentation of some special prop-
erties. Liao et al. [4] pointed out open issues and ongoing
research in the 20 WBAN area, thereby encouraging the
development of health-oriented IoT applications. At the rel-
atively high data rate of 30 Mbps, 1.6-meter distance com-
munication systems were demonstrated. Data routing
techniques can significantly improve network lifetime,
throughput, and propagation delay performance, as demon-
strated by simulation results. A new energy-efficient incre-
mental routing protocol was implemented based on an 120
WBAN system, which was recommended and compared with
an existing two-relay protocol.

Sandhu et al. introduced a decisive and effective protocol for
WBANS, namely the priority-aware protocol (PAP). As it is
possible to efficiently transfer data using a priority-based
approach, nodes within the PAP are associated with two pri-
ority values: fixed priority, which is based on the job allotted
to them, and dynamic priority, which is assigned depending on
the data they sense. As reported in the paper, data are sent
according to their medical priorities, including sensitivity and
value. Healthcare priority was considered when determining
the sensing intervals and transmission rates. Several scenarios
with a variety of priority data were analyzed using this pro-
tocol. DPPH, HOCA, and IEEE 802.15.4, are all inferior to
those used in this study because of their throughput and end-
to-end delay. In the high-priority group, the throughput
improved by 20%, and the e2e delay decreased by 50%.

Using this network, Al Masud [5] tracked the vital signs and
organs of patients distantly, providing an opinion in real time
regarding medical diagnosis. With WBAN, healthcare and
quality of life have improved through new, realistic, and
ground-breaking applications. There were also discussions

about Wi-Fi-based sensor networks (WSNs) and wireless local
area networks (WLANS), technical challenges, the importance
of quality of service (QoS), the latency of WBANS, energy
efficiency issues, and existing WBAN technologies. Finally,
open research challenges and issues are discussed.

Because packet loss of wireless body area networks is high,
Arrobo et al. [6] proposed a new approach to reduce packet
loss and improve the performance of WBAN. They proposed
Cooperative Network Coding to increase throughput and avoid
single-point failures, thereby increasing the reliability of the
WBAN. In this methodology, packets from various nodes are
combined and sent through multiple relays to avoid single-
point failures. The QoS of a WBAN is crucial in healthcare
applications. It is important to create an energy-efficient link to
improve performance. Mkogwa et al. [7] established the link in
the network layer with an optimal cost function and then
introduced the IEEE 802.11 protocol in the data link layer to
improve the QoS. It has been proven that combined
terminology increases the reliability, throughput, lifetime, and
successful delivery rate of WBAN. Peiravi [8] stated that low-
cost human motion capture systems and microinertial sensors-
on-hip are the possible solutions for increasing the reliability of
WBAN. Further decision fusion and feature enhancement
technologies with different sensors and topologies have been
adopted to improve performance and reduce failure rate. First-
reliability methods
uncertainties in the engineering domain [9]. The authors
analyzed the reliability and found that the Hasofer-Lind
approach yielded better performance, and the response surface

order and second-order overcome

methodology could be used to find the index of the Hasofer-
Lind approach. It is also evident that the failure rate can be
determined by applying a reliability measure. Huang et al. [4]
proposed structural reliability based on sampling. The authors
identified that sampling is a better method for determining the
stability of the system; however, for complex problems, the
sampling process increases the computational cost. Various
Monte Carlo simulations based on variance reduction
techniques have been used to increase reliability at a low
computational cost.

Different communication topologies and wide applications
of WBAN were surveyed by Salayama et al. [10]. They
reported that reliability and fault tolerance are key issues in
WBAN. Body area networks play a more significant role in the
healthcare domain than in entertainment, sports, and military
applications. Data faults, software faults, hardware faults, and
channel faults are the most commonly faults encountered in
WBAN, and preventing these faults is necessary, rather than
detecting them, to improve the performance with fewer
failures. In [11], the reliability with respect to various
parameters, such as the lifetime of the networks, number of

© The Korean Sensors Society



M Rajeswari et al.

J. Sens. Sci. Technol. Vol. 34, No. 4 (2025)

sensors, and optimal value of sensors. An algorithm with an
average group characteristic parameter was developed to
reliably identify the optimal sensors in a WBAN. Chacko [12]
proposed that the UGFM is suitable for continuous reliability
in multistate systems (MSS). Solving reliability issues has
been identified as a critical issue in MSS; hence, it has more
than two states. The universal generating function algorithm
was identified as an efficient and suitable algorithm for BSNs.
The reliability of the ABSN is guaranteed by a modified
universal function algorithm, in which the sum-of-disjoint-
product method is introduced to maintain reliability with a
minimal path [3]. In the proposed method, it is not necessary
to expose all minimal paths initially; thus, the computational
and time complexities are reduced. Destercke et al. [5]
proposed an extended UGFM that considers the uncertainties
in the network to ensure the reliability of MSSs. In a UGF
system, modularity is considered to overcome the exponential
growth of the probability analysis. In this study, uncertainties
such as failure and repair rates were also considered to fix the
upper and lower bounds of the reliability calculation. Further,
the precise performance rates in the UGF method were
replaced by adopting fuzzification.

The reliability evaluation of project completion time using
UGF-based narrow reliability bounds was proposed by
Babaei et al. [2]. This analytical method yielded a rapid
reliability evaluation of MSSs. Here, instead of a specific
probabilistic distribution function, a probabilistic mass
function based on the element performance was utilized to
achieve better reliability. Meena et al. [13] proposed an
optimal reliability in MANET with time and cost constraints.
In this study,
combined with UGF to obtain the reliability of homogeneous
sensor network nodes. Further, the probability function was
calculated from the source node of the MANET that reaches
the destination node and from the subnodes between the
source and destination nodes. The vehicular trusted authority
centre (VTAC) plays a major role in maintaining the
authority and security of VANET. Rajeswari et al. [14]
adopted UGF and VTAC to increase the reliability of
VANET. State-dependent probabilistic functions were
applied to the UGF to calculate the reliability of the vehicle
nodes. In the described UGF, the reliability was high in the
presence of VTAC and low in its absence. The general UGF
method combined with a generalized composition operator
yields better network reliability. It is also useful for

different composition techniques were

determining the minima path of a network, which is one of
the most significant factors in reliability analysis. Hence, it is
concluded that the UGF is a better technique for reliability
analysis in flow networks without initially eliminating the
minimal paths [15].

3. PROPOSED SYSTEM

WBANSs have been widely used in medical healthcare sys-
tems to enable continuous monitoring of elderly people and
others who require continuous monitoring by doctors. Low-
power, nonhostile, smart, and compact sensor devices are
deployed on the patient’s body to sense health data that are
transmitted through wireless media. Fig. 1 shows a reliable
WBAN in the presence of an AC. This reliable WBAN func-
tions such that sensitive data collection is the first step, fol-
lowed by efficient storage and processing.

It is assumed that only five sensor nodes are deployed on
the patient’s body to gather the patient’s health data. The
UGF technique allows us to define the probability value
when the first sensor node transmits sensed data to the cluster
head (CH). Similarly, various probabilities are defined
among the sensor nodes and CH. Reliability calculation is a
probabilistic approach that represents probabilities defined in
a random manner. Thus, the probability value 0.75 is defined
when the first Sensor Node N1 transfers the sensed data to
the CH, and a probability value of 0.72 is represented

WBAN

0.75

0.72
CHCluster | 059 A °
Clst ; ' )
085 s Authentication MD - Mobile

LS Centre Device

0.6
0.5

Fig. 1. Reliable Wireless Body Area Network

for each Wireless Sensor Node N in WBAN
do

cluster formation among N’s
identify CH using Cluster Head election
if valid(CH) then
set probability [T, Pwpan.cu X¥
if message(CH) £ AC then
set probability Poy.4c X4
if authentication done by AC
set probability Pyc.yp XMP
end if
end if
end if

end for

Algorithm 1. Reliable Network
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Fig. 2. Unreliable Wireless Body Area Network

for each Wireless Sensor Node N in WBAN
do

cluster formation among N’s
identify CH using Cluster Head election|
if valid(CH) then
set probability [T ; Pwpan.cu X
if message(CH) £ AC then
set probability Pey.pp XMP
end if
end if

end for

Algorithm 2. Unreliable Network

between the sensor nodes N2 and the CH, and vice versa.
Various probabilities are considered among sensor nodes N1—
NS5 and the CH, and one of the best representations is shown
in Fig. 1.

Fig. 2 represents unreliable WBAN that consists of a set of
sensor nodes deployed on a human body, CH, and then a
mobile device. Authentication center, which is responsible for
ensuring the security, is not included, and hence, the corre-
sponding link reliability is to be calculated.

4. RELIABILITY ANALYSIS

A Reliability Analysis of WBAN is exhibited in the pres-
ence and absence of AC.

Definition 1
The UGF of WBAN is defined as a polynomial in X such
that

u(WBAN) =1 Pypv.cn X', =123 ... n 1)

Where Pyp.v.cy is the probability of disseminating the
sensed patient information from the sensor nodes that are

Table 1. Working Sets of WBAN

Path SDP
N1 - CH 0.75
N2 — CH 0.72
N3 — CH 0.65
N4 — CH 0.6
N5 — CH 0.5
CH - AC 0.59
AC — MD 0.2
CH - MD 0.4

The SDP was assigned in a random manner to calculate the reli-
ability of the WBAN.

deployed in WBAN to Cluster Head CH.

Definition 2
The UGF of CH is described as a polynomial in X such that

u(CH) = Pcy.4c X' 2

where Pcy.ac is the probability of distributing the patient details
from CH to the authentication centre AC to perform encryp-
tion and decryption on the sensitive data.

Definition 3
The UGF of AC is stated as a polynomial in X such that

u(AC) = Pyeppp X 3)

where Pac.p is the probability of dispersing the encrypted sen-
sitive patient data to the Mobile device MD for healthcare
workers such as doctors, nurses, radiologists and pulmonol-
ogist for the immediate action.

Definition 4
The UGF of CH without including AC is given as a poly-
nomial in X such that

u(CH)zpCH:MDXMD )

where Pcyvp 1S the probability of propagating the sensitive
patient data to the Mobile device MD without applying
encryption and decryption by the authentication centre.

Working sets which includes the path and SDP — State
Dependent Probability on calculating the reliability of WBAN
with AC and without AC is given below in Table 1.

4.1 Reliable WBAN

The sensor nodes that are deployed in the WBAN sense the
patient-sensitive data and forward them to the CH, which
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propagates the data to the AC by applying encryption and
decryption. Finally, the encrypted data are passed to a mobile
device that enables doctors and nurses to monitor patients
effectively.

u(WBAN) = [1"_ Pypan.cn X, =1, 2, 3 N +
PCH;ACXAC + Pyc.up X" = PovivsyemxH PCH-ACXAC +
Pyc.up X

=10.75 * 0.72 * 0.65 * 0.6 * 0.5] + 0.59 +0.2

= 0.1053 + 0.59 + 0.2

= 0.8953

4.2 Unreliable WBAN

Reliability calculation of the WBAN, which includes mes-
sage dissemination from wireless sensor nodes to the CH and
finally to the MD without applying any security mechanism
using the AC.

=1 Pupan-cn X0 151, 2,3 LN+ Peyyyp X'
= Poivsyen x t PCH:MDXMD

=10.75 * 0.72 * 0.65 * 0.6 * 0.5] + 0.4

= 0.1053 + 04

= 0.5053

5. CONCLUSION

Network reliability is an important factor in assessing the
quality of any network and requires an effective mathematical
modelling technique, such as the UGFM. The Body Area Net-
work is an important network that helps healthcare faculties
monitor the condition of a patient using various sensors
implanted in the human body. In BAN, transmitting sensitive
information in a secure manner without compromising reli-
ability is challenging. A WBAN with and without an AC has
been elaborated using an algorithm. In addition, reliability cal-
culation has been investigated with and without AC, proving
that reliability increases when we include AC and decreases
significantly when there is no AC.
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